Information Technology Requirements

Attachment 004


1.


Information Technology.  The Contractor shall provide personnel, equipment, tools, materials, supervision, and other items and services necessary to perform the Information Technology support functions as defined in this Performance Work Statement(PWS) except as specified as Government furnished.   The Contractor shall perform to the standards in this PWS.  The Contractor shall adhere to the most recent versions of regulations and implementing guidance as published.  The Contractor shall facilitate, manage, and operate Information Technology functions in support of AWRDS/ABS and its customers requiring service.  

1.1  

General Information Technology Requirements.  The Contractor shall comply with the general Information Technology requirements identified below for the services detailed within the PWS.  The Contractor shall comply with the DA Web Site Joint Technical Architecture-Army Version 6.0 (dtd 7 July 2000).

1.1.2

Contract Documentation.  The Contractor shall maintain all data developed in support of this contract, to include automated repositories and on-line help functions, for the life of the contract.  

1.1.2.1            Final Disposition of Software and Technical Design.  All software and technology designs relating to the normal accomplishment of a task, or a mission, or incidental to the performance of the PWS shall become the property of the Government upon completion or termination of the contract and shall be available for inspection and use by the Government upon request at any time during the period.
1.1.3

Engineering Change Proposals (ECPs).   The Contractor shall maintain an automated database for workload tracking of ECPs.  The Contractor shall ensure the KO or authorized Government personnel have the access and capability necessary to query and produce reports from the system.  The Contractor will provide capability for the KO or authorized government personnel to assign priorities to ECPs and to approve ECPs. 

1.1.4
System Software and Hardware Maintenance, Upgrades, and  Installs.  The Contractor shall comply with Policy Memorandum #99-02, United States (U.S.) Army Materiel Command (AMC) Policy on Command and Control Protect (C2P) Tools Kit (dtd 23 March 1999).  The Contractor shall prepare a deficiency report to document updates that could not be successfully applied.  The report shall identify actions taken and provide recommendations as to what needs to be done.  The Contractor shall submit the report to the KO or authorized Government personnel within 1 week of problem detection.

1.1.4.1
System Hardware Upgrades and Installs.  Upon approval or direction from the KO or authorized Government personnel, the Contractor shall install and ensure operability of hardware upgrades or installs within the time frame and guidelines established by the KO or authorized Government personnel. 
1.1.4.2
System Software Upgrades and Installs.  Upon approval or direction from the KO or authorized Government personnel, the Contractor shall install and ensure operability of software upgrades, new releases, versions, and patches within the time frame and guidelines established by the KO or authorized Government personnel
1.1.4.3
Version Awareness.   The Contractor shall monitor for upgrades, releases, version updates, service packs, or patches that would improve the current system environment, be required to meet security requirements, are recommended by the vendor, or resolve an outstanding issue.  The Contractor shall bring such notifications to the KO or authorized Government personnel, in writing, within 3 workdays of issue by the vendor. 

1.1.4.4

System Hardware and Software Maintenance.  The KO or authorized Government personnel shall implement and administer maintenance contracts for GFE and GFS used in support of this contract.  When vendor-supplied maintenance is required, the Contractor shall contact the vendor and work with them through problem resolution.  The Contractor shall provide the KO or authorized Government personnel a report detailing all contact with maintenance vendors with a description of the problem as well as corrective actions taken.  
1.1.5
Staff Support.  The Contractor shall gather information and generate reports as requested by the KO or authorized Government personnel.  Information shall be provided to the KO or authorized Government personnel within dictated guidelines and time constraints.  Examples of staff support include acquisition support documentation, resource planning, response to audits, and response to higher headquarters requests.  The Contractor shall ensure a subject matter expert(s) attends meetings as requested by the KO or authorized Government personnel request.

1.1.6
Computer Security.  The Contractor shall provide computer security services, a Continuity of Operations Plan (COOP), network security, and virus protection.  The Contractor shall comply with AR 380-5, Department of the Army Information Security Program (dtd 25 February 1988); AR 25-2, Information Systems Security (dtd 14 November 2003; AR 380-53, Information Systems Security Monitoring (dtd 29 April 1998); AR 380-67, Personnel Security Program (dtd September 88); Department Of Defense (DOD) Web Site Administration Policies and Procedures (dtd 25 November 1998); AR 25-1, The Army Information Resources Management Program (dtd 15 February 2000); and Industrial Operations Command Supplement to Army Materiel Command Information Operations Condition Plan (dtd 1 June 1999).  
1.1.6.1  
Personnel Security Standards.  

Level I:  Required by personnel in Information Assurance (IA) positions, such as System Administrators (SAs)/Network Administrators (NAs) for infrastructure devices, Intrusion Detection Systems (IDSs), routers or for classified systems and devices, that have privileged-level access to control, manage, or configure IA tools or devices, individuals Information Systems (ISs), networks, devices and enclaves.  The Contractor employees performing work requiring an Information Technology (IT) - Level I sensitivity designation shall have a favorable completion of a National Agency Check (NAC) (current within 180 days) or initiation of a Single Scope Background Investigation (SSBI) or favorable review of SF85P, SF 86, and Supplemental Questionnaire.  

Level II:  Required by personnel in IA positions such as operating system administration of common applications or enclaves, or back-up operators, that have limited privileged-level access to control, manage or configure ISs and devices. The Contractor employees performing work requiring an IT - Level II sensitivity designation shall have a favorable review of local personnel, base/military, medical, and other security records as appropriate, and shall have an initiation of a National Agency Check with credit check and written inquiries (NACIC) (for civilians) or a National Agency Check with Local Agency and Credit Checks (NACLC) (for military and contractors), as appropriate or favorable review of SF85P and Supplemental questionnaire.  

Level III: All other Contractor employees must meet IT - Level III requirements.  The Contractor shall follow paragraph 4-14, Chapter 4, AR 25-2, Information Assurance (dtd 14 November 2003) and Appendix K, AR 380-67, Personnel Security Program (dtd 9 September 1988).

1.1.6.2

Systems Administrator Certification Requirement.  Prior to performing systems administration and network management functions, the Contractor shall be certified IAW AMC Policy Memorandum 98-01, Information Systems Security (ISS) Certification and Training Policy/Guidance.  

1.1.6.3

Continuity of Operations Plan (COOP).   For the main host facility, the Contractor shall maintain and execute the COOP as identified by the KO or designated customer representative.  The Contractor shall provide COOP requirements as directed by AMC IAW Department of Army (DA) Pamphlet 25-1-1, Installation Information Services (dtd 27 August 1991) and DOD Directive 5200.28, Security Requirements for Automated Information Systems (AIS) (dtd 21 March 1988).  Updates shall be performed annually.  Each site requires a COOP. 
1.1.6.4
Incident Reporting.  An incident is any suspicious activity leading the Contractor to believe unauthorized access was attempted, has occurred, or will occur.  If the cause of the incident can be directly attributed to administrative error and readily corrected, then notification to the KO or authorized Government personnel is not required.  Otherwise, the incident shall be reported in writing to the KO or authorized Government personnel within 24 hours of discovery of suspected or actual incident.  The report provided shall include a brief statement containing the location affected, system, a description of the incident, action taken, and point of contact (POC).  Examples of the types of incidents that shall be reported include: 

· Known, suspected, or attempted intrusions into Army AISs to include alerts by Network Intrusion Detection (NID) systems installed to detect “hackers”

· Unauthorized access to data, files, or menus by users
· Indications of unauthorized users attempting access, unexplained modifications of files or unrequested “writes” to media
· Unexplained output received at a terminal or abnormal system response
· Inconsistent or incomplete security marking on output
· Malicious software  
The Contractor shall provide related information to the KO or authorized Government personnel.  The Contractor shall ensure that available audit trail information is maintained until the incident is resolved.  The Contractor shall adhere to section VIII, Chapter 4, AR 25-2, Information Assurance (dtd 14 November 2003).

1.1.6.5
Security Patches and Updates.  Upon KO or authorized Government personnel approval or direction the Contractor shall implement new security requirements and systems directed by higher headquarter organizations and security organizations, e.g., R-CERT, Army Computer Emergency Response Team (ACERT), U.S. Army Theater Network Operations and Security Center (TNOSC).  Requirements shall be implemented IAW the time frame and guidelines dictated by the KO or authorized Government personnel.  The contractor assigned to the HQ, AFSC/JMC Rock Island site will report IAVA compliance via The Army's Compliance Reporting Database 2 (CRD2) as a subordinate of the HQ for the server/system maintained at RIA.  At the HQ, AFSC/JMC subordinate sites, IAVA Compliance reporting will be as directed by the local Director of Information Management (DOIM) or Information Assurance Manager (IAM).
1.1.7
Password Authentication System.  The Contractor shall utilize an authentication system approved by the KO or authorized Government personnel to verify the requester identification before issuing any user-id and password.  System password controls and system access services shall be provided IAW Chapter 4, paragraph 4-12, AR 25-2, Information Assurance (dtd 14 November 2003).  The only deviation from the requirements of AR 25-2 would be due to an INFOCON level change.  If this occurs, the contractor will be informed of the new requirements thru the local DOIM/IAM.  The Contractor shall update all systems impacted by new user-ids within 2 workdays of dispatch of the request.

1.1.8
Provide System Accreditation and Re-accreditation.  The Contractor shall provide system accreditation before any system to be used in support of this contract is functioning IAW Chapter 5, AR 25-2, Information Assurance (dtd 14 November 2003)and DOD Instruction 5200.40, DOD Information Technology Security Certification and Accreditation Process (dtd December 1997).  The Contractor shall reaccredit all systems every 3 years or at the direction of the KO or authorized Government personnel.  The Contractor shall maintain documentation of all accreditation and re-accreditation packages by fiscal year for the life of the contract.  The Contractor shall prepare risk assessments as required and by suspense date assigned.
1.2
Automation Services.

1.2.1
System Availability.  The Contractor shall provide systems support services, which include systems software and hardware implementation and maintenance support; monitoring and optimizing system performance; troubleshooting systems and providing technical advice and assistance; providing systems administration; investigation; database auditing; performing backup and recovery services; and performing webmaster systems functions.  The Contractor shall ensure that each system is operational and available for customers’ use.  The Contractor shall adhere to AR 25-2, Information Assurance (dtd 14 November 2003). 

1.2.2
Systems Software and Hardware Maintenance Support.   

1.2.2.1
The Contractor shall monitor resource utilization thresholds, determine optimal performance levels, and provide to the KO or authorized Government personnel a monthly server performance evaluation report.  Upon request by the KO or authorized Government personnel, the Contractor shall modify the report to reflect additional information that may be required or provide additional reports.  The Contractor shall provide monthly user management that includes changing, deleting, or moving users; managing directories, space, or data; and modifying access rights. 

1.2.2.2
The Contractor shall notify respective customers, via E-mail, no later than 1 workweek prior to scheduled downtime.  For unscheduled downtime, if the system is operable, the Contractor shall notify affected customers, via E-mail, who may be affected by the downtime at least 15 minutes prior to taking the system down.  For both scheduled and unscheduled downtime, the Contractor shall notify all affected organizations (specific points of contacts that will be provided by the KO or authorized Government personnel) via E-mail or telephone.  The Contractor shall provide customers with an estimate of time the system will be unavailable. 

1.2.2.4
Backup and Recovery Services.  At the host facility, the Contractor shall perform daily incremental backups, weekly full backups, and monthly full backups of AWRDS/ABS servers.  The Contractor shall ensure backups complete successfully 100 percent of the time.  The Contractor shall rerun any failed jobs within 1 workday.  The Contractor shall ensure backups are scheduled to run at times which minimize the degradation of system resources to customers.  The Contractor shall retain backed-up data IAW Table C-5-2.

Table C-5-2:  Backup Retention Periods

	Backup Type
	Retention Period

	Daily
	2 weeks

	Weekly
	12 weeks

	Monthly
	12 months


In the event of a system disk volume failure, the Contractor shall notify the KO or authorized Government personnel within 1 work hour of the failure.  The Contractor shall begin restoration of data within 2 work hours of the hardware device being replaced or repaired.  Restoration shall be continued until disk restore is complete and accessible to users.  The Contractor shall document the effort expended for each system disk volume restore and provide that report to the KO.  
1.2.2.5

Back-up and Recovery Work Order Requests.
Upon dispatch of a back-up work order request, the Contractor shall create, modify, or cancel customer backup jobs according to customer specifications.  Jobs shall successfully complete writing specified data to specified media. 

1.3

Database Support.  

1.3.1
  
Database Availability.  The Contractor shall ensure databases are operational and available (on-line or batch) 98.5 percent, 24 hours a day.  The Contractor shall coordinate with the respective customers, via E-mail, 1 work-week prior to scheduled maintenance.  The Contractor shall not be responsible for periods of unavailability controlled by the non-contractor computer service providers.  The Contractor shall document Contractor controlled and non-Contractor controlled downtime to include: date and time, total downtime, problem, corrective actions and preventative recommendations.  The Contractor shall provide this report to the KO or authorized Government personnel monthly.  
1.3.2

Database Auditing.  Each month the Contractor shall verify that each site reflects the structural integrity of the host facility’s production database.  Any discrepancies will immediately be corrected.  A summary report will be provided to the KO on the 5th workday of each month.

1.3.3  

Maintain DBMS Access Rights.  The Contractor shall maintain access authorizations for DBMS objects and the underlying physical files (i.e., DBMS system files 

1.3.4  

Performance Optimization.  The Contractor shall ensure properly sized physical files underlying database objects per DBMS vendor specifications.  The Contractor shall ensure optimization of computer software and hardware utilization for command unique database structures and programs.  The Contractor shall perform routine physical structure analysis, transaction analysis, and on-line log analysis in an effort to pinpoint problem areas, optimize response time, and resize and optimize database structures due to growth trends. 

1.3.5 

Space and Space Performance Optimization.  The Contractor shall monitor and take necessary action to ensure that physical database page or table structure does not become inefficient per vendor specifications. 

1.3.6       
DBMS and Database Backups.  The Contractor shall backup databases and Government Furnished Software DBMSs IAW Section 5.2.2.4, with the exception that daily back-ups are full back-ups of the database.  The Contractor shall ensure backups complete successfully 100 percent of the time.  

1.3.7      
DBMS Software Testing.  At the direction of the KO, the Contractor shall test the installation of DBMS updates and releases prior to implementation into a production environment IAW the non-contractor computer service provider's guidelines and time frames.  The Contractor shall coordinate software “bugs” with software vendor, DOD Software Engineering Centers (SECs), and the non-contractor computer service provider.  The Contractor shall maintain distribution of software licenses.  The Contractor shall report test findings identifying deficiencies, corrective actions, and milestones to the KO or authorized Government personnel. 

1.4

Application Support

1.4.1  
Application Software Development.   For each ECP, the Contractor shall assess its feasibility and provide a cost and time estimate to perform the work, conduct and pass joint testing with designated government personnel, and implement.  The requirements analysis, design, modification is to include logical/physical database designs.  The estimate is to include associated documentation and user training as necessary.  The KO or designated Government personnel authorizes which ECPs are to be worked, and assign their priority.
1.4.2

Requirements Analysis and Design.  For approved ECPs, the Contractor shall develop a requirements definition to include scope of work, system access and security requirements, customer involvement in development process, estimated completion date, ECP number, customer, and open date of the work order.  The initial requirements definition shall be provided to the KO within 5 workdays of the dispatch of the work order.  The Contractor shall develop proposed software design IAW customer approved requirements definition.  Software design includes software architecture, data storage method, and data flow.  
1.4.3

Application Maintenance/Updates:  The Contractor shall maintain/update the application software IAW approval from the KO or authorized government personnel.  The Contractor shall create and maintain database objects; i.e., schemas, tables, segments, and areas.  The Contractor shall properly size the physical files underlying database objects per DBMS vendor specifications.  All new local unique databases shall be in third normal form with rare instances of second normal form. 
1.4.4

Documentation.  The Contractor shall maintain/update existing documentation for AWRDS/ABS.   The Contractor shall distribute user documentation, as appropriate.  

1.4.5

User Training and Software Migration.  Software shall include customer approved requirements and the final product shall pass customer acceptance testing.  The Contractor shall provide or coordinate any necessary on-site user training on the use of newly developed or modified application software prior to migration to production.  The Contractor shall provide a smooth migration of the software to the production environment including all coordination with the customer organizations.  This migration shall be accomplished with no negative impacts to the production environment.  Software migrates to the production environment only after approval of the KO.

1.4.6

Query and Report Writer Services.  The Contractor shall provide query and report writer services as requested by the KO.  Services are defined as developing queries, modifying queries, deleting obsolete queries, and testing the suitability/functionality for on-line, off-line batch, or stored queries.

1.4.8  
AWRDS/ABS Availability.  The Contractor shall ensure the AWRDS/ABS system is operational and available 98.5% of the time.  The Contractor shall document downtime to include: date and time, total downtime, problem, corrective actions, and preventative recommendations.  Within 1 day of the start of the downtime, the Contractor shall post this information in a database which is accessible by the KO and authorized Government personnel.  A monthly summary report of down times, reasons, and corrective actions will be provided to the KO or authorized Government personnel by the 3rd workday of each month.

1.4.10

Backups and Recovery.  The Contractor shall perform backup and recovery procedures.  The Contractor shall ensure periodic backups of applications, associated files, and data IAW AIS requirements.  The Contractor shall monitor system execution and recover any lost or corrupt files. 

