System Administration Support Requirements

Attachment 001


The contractor shall perform the following:

1. AWRDS / ABS and System Administration

a) Software Programming Support and Maintenance.

i) Provide routine maintenance; install software upgrades, program changes, patches, and correct program errors (at client to executive levels) to the current released software and to all servers.

ii) Provide assistance to users on software.

iii) Maintain and administer the links that are the ABS gateways to the Internet through Army Electronic Product Service (AEPS) and Army Knowledge Online


iv) Provide routine maintenance to the computer based training modules for Web based and CD ROM Version of current ABS software.

v) Provide a functional analysis and hour estimation to complete programming requirements for AWRDS changes provided by the government within 30 calendar days of receipt. 

vi) Develop, program, test and field four quarterly ABS CD ROM software update releases annually, tentatively scheduled for FY05 are Dec 2004, Mar 2005, Jun 2005, and Sep 2005.

vii) Maintain the ABS CD-ROM Distribution List and provide the government the list semi-annually (Dec 2004 and Jun 2005).

viii) Provide within three business days any requests received for inclusion to the ABS CD-ROM Distribution List.

ix) Maintain and execute the Continuity of Operations Plan (COOP) at the hosting facilities.

x) Execute Backup and Recovery Services:

(1) Conduct Daily backups at all sites.

(2) Retain backup data files.

(3) Restore data as required.

xi) Maintain systems documentation.

b) Emergency Software Support.
i) Notify the government, within 24 hours, of any software problems identified by the users that require immediate software changes.

ii) Provide a functional analysis and hour estimation to complete programming requirements for changes provided by the government within 72 hours of receipt.

iii) Coordinate, program, test, and field approved emergency changes for problems before installation on servers.

c) Information Assurance.
i) Prepare certification documents to ensure software meets DITSCAP security requirements

ii) Monitor and subscribe to Information Assurance Vulnerability Assessment (IAVA) Web Page for Alerts, Bulletins, and Tech Tips to insure all AWRDS system administrators receive current security patches by linking to: https://www.acert.belvoir.army.mil/listserver.htm.

iii) Perform IAVA installs for database/server IAW IAVA guidance and report as required within directed timeframes.

iv) Maintain a database that list the IAVA Security Patch Number, AWRDS Server, and date patch applied to each AWRDS Server.

v) Produce a monthly report within five business days from the first of each month, to the government, listing the IAVA Security Patch Number, AWRDS Server, and date patch applied to each AWRDS Server for the prior month activities

vi) Within four hours of the discovery of an IA incident, report to the AFSC Op Center and COR, and record information into appropriate AWRDS/ABS databases
d) Data Replication.

i) Execute replication programs on a daily basis to insure consistency and synchronization of data between remote sites and the AWRDS/ABS Master databases located in Alexandria, VA; Rock Island, IL; USAMMA, Ft Dietrick, MD; and Atlanta, GA (ABS only).

ii) Notify the government within 24 hours after a major problem has occurred affecting the replication status of all plans and databases.

iii) Provide support and maintenance of telecommunication equipment in support of replication and notify the government within 24 hours after a major problem has occurred affecting the replication status of all plans and databases.

e) Training.
i) Provide formal training on ABS to Army Warfighters in support of contingencies and exercises.

ii) Provide formal training and certification on all aspects of AWRDS to contractor’s site support personnel

iii) Organize and host two AWRDS/ABS Configuration Control Board (User’s) meetings not to exceed three days.

2) Data Quality Engineering and Database Administration Support.
i) Ensure AWRDS reference tables are 100% accurately built and maintained with current data from outside sources.

ii) Report problems or data inconsistencies discovered in AWRDS Tables within two days of discovery.

iii) Perform the following data imports from external sources:

(a) FEDLOG on a monthly basis for AWRDS, and semi-annually for the STAMIS interfaces.

(b) LOGTAADS on the annual July update, and updates as required from LOGSA.

(c) Operational Project Requirements from LOGSA on a monthly basis.

(d) Sustainment Requirements from LOGSA after WRAP has run in CCSS.

(e) Maintenance Master Data File (MMDF) from LOGSA on a semi-annual basis in June/December.

(f) Systems Reference Table Review from LOGSA after the semi-annual MMDF has run.

(g) Maintenance Management Information System (MMIS) on monthly basis

iv) Provide AMSAA the brigade set MTOE Equipment on-hand balances yearly for APS Brigade Sets and APS-3 Brigade Set.

v) Populate AWRDS with OSRAP generated ASL/PLL requirements as directed by COR.

vi) Provide LOGSA daily Brigade Set Qty-On-Hand data to populate the Total Asset Visibility File.

vii) Obtain APS Asset Files from LOGSA and build AWRDS Tables for AWRDS/TAV reconciliation monthly.

viii) Maintain the Replication Status Map located on the Army Electronic Product Service (AEPS) website and insure that status is updated every business day.

ix) Quarterly, maintain and update data for the Time Phased Force Deployment Data (TPFDD) interface with Joint Operation Planning & Execution System (JOPES) via Global Command and Control System (GCCS); report any problems to the COR.

x) Maintain AWRDS and ABS systems operations in a Managed Host Environment.

(1) Provided a secure environment and systems operations overseen on a 24-hour/7 days a week.

(2) Notify the COR/AFSC, Logistics Systems Integration Division within 4 hours after a major problem has occurred affecting the operations of the managed host server.

xi) BII, SKO, and COEI Table in AWRDS.

(1)  Build the BII, SKO, and COEI Table in AWRDS for any new LIN’s that are received from the monthly LOGTAAD’s update of authorizations.

(2) Maintain the current BII, SKO, and COEI Table for LIN’s in AWRDS with current authorized quantities.

(3) Produce a monthly report within five business days from the first of each month, listing the LIN’s reviewed and date of update to the AWRDS BII, SKO, and COEI Table.

(4) Use the current Technical Manuals; Supply Bulletins, or other authorized sources to update the BII, SKO, and COEI Table with new and previously designated LIN’s.

3) Interface and Interoperability.
i) Provide assistance to interface the AWRDS software with LMP (Logistics Modernization Program) for all required LMP data fields. 

ii) Provide SME’s for meeting, conferences, IPR’s etc as AFSC’s representative.

iii) Provide routine maintenance; install software upgrades, program changes, and correct program errors for the AWRDS/STAMIS interface programs.

(1) These systems include the Standard Property Book System – Redesign (SPBS-R), Standard Army Retail Supply System (SARRS), Standard Army Maintenance System (SAMS), Unit Level Logistics System (ULLS), and Property Book Unit Supply Enhanced Propertybook (PBUES).

(2) Research, create, and maintain a complete list of all technical documentation associated with each STAMIS listed above.

iv) Review and provide functional analysis of new STAMIS software versions to determine any changes for the AWRDS/STAMIS interfaces.

v) Create and maintain scenario test plans, conduct individual and joint system testing of the AWRDS/STAMIS interfaces before changes initiated.

vi) Maintain a database detailing the STAMIS software and hardware requirements necessary to support the APS community. 

(1) This report will be broken out for each STAMIS system deployed and list the NSN, serial number, UIC, DODAAC, and location of the deployed software with the latest software version annotated.

(2) Report hardware and software shortages and funding requirements within three-business days change.

vii) Provide maintenance (hardware and software upgrades) to afloat APS STAMIS equipment within five working days of receipt of change and notification upon completion.
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